A Generic System
How can a computer compare two sets of biometrics data and make a decision about whether they belong to the same individual or not? In a strict sense, a computer is not able to do that based on the biometrics alone. A computer can provide only a similarity measurement, a numerical score, which informs the operator about the similarity of the pair of underlying biometrics data. In addition, it can generate a list of pair-wise biometrics data comparisons that are in an ascending order, commonly known as the candidate list. Note that a candidate list is produced only in an identification process.
A typical automated biometrics-based identification͞ verification system consists of the six major components depicted in Fig. 1 . The first component of an automated biometric identification͞verification system is a data acquisition component that acquires the biometric data in digital format by using a sensor. For fingerprints, the sensor is typically a scanner; for voice data, the sensor is a microphone; for face pictures and iris images, the sensor is typically a camera. The quality of the sensor has a significant impact on PNAS is available online at www.pnas.org. the accuracy of the comparison results. The second and third components of the system are optional. They are the data compression and decompression mechanisms, which are designed to meet the data transmission and storage requirements of the system. The fourth component is of great importance, the feature extraction algorithm. Feature extraction algorithm produces a feature vector, in which the components are numerical characterizations of the underlying biometrics. The feature vectors are designed to characterize the underlying biometrics so that biometric data collected from one individual, at different times, are ''similar,'' while those collected from different individuals are ''dissimilar.'' In general, the larger the size of a feature vector (without much redundancy), the higher its discrimination power. The discrimination power is the difference between a pair of feature vectors representing two different individuals. The fifth component of the system is the ''matcher,'' which compares feature vectors obtained from the feature extraction algorithm to produce a similarity score. This score indicates the degree of similarity between a pair of biometrics data under consideration. The sixth component of the system is a decision-maker.
Existing Methods
One of the best known and frequently used biometrics is one's fingerprint (1). Fig. 2 shows a fingerprint captured on a fingerprint card and then scanned into a digital format. Although fingerprints are known to be unique for each individual, using fingerprints to identify or verify an individual's identity requires special fingerprint comparison skill. For a pair of untrained eyes, it may be difficult to distinguish one set of fingerprints from another.
A frequently used biometric, less unique for each individual than fingerprints, is the face (2). Fig. 3 shows a face image. Face pictures often are used as a means for verification, as evidenced by various picture ID cards, because a person's face is an easily accessible and verifiable biometric to human eyes. Nevertheless, faces are known to be ambiguous for identification͞verification purposes, as different individuals can have similar facial features. The faces of a pair of identical twins are almost indistinguishable, for example.
Another frequently used biometric is one's voice (3). The speech signal waveform for a word is depicted in Fig. 4 . Each person's voice has different characteristics, which is the basis for differentiating one from another. Its main advantage is in transmission of the biometrics data. The wide availability of telephone service in the United States provides efficient and reliable data transmission for biometrics data of voice. On the negative side, using voice as biometric data to identify or verify identity also lacks the uniqueness that fingerprint-based identification͞verification techniques can provide.
The human iris recently has attracted the attention of biometrics-based identification͞verification research and development community (4) . Part of the attractiveness of the human iris is that its feature vectors can be compactly represented. A human iris image is depicted in Fig. 5 . It has been demonstrated that with a feature vector of relative small size, the human iris exhibited high discrimination power for differentiating different individuals.
Future Research
As discussed above, it appears that none of the biometrics mentioned has all of the desirable characteristics that we described in the beginning. That observation leads to the consideration for hybrid-biometrics system. In other words, we might develop an automated biometrics-based identification͞ verification system that uses more than one type of biometrics so it can achieve better accuracy. Alternatively, one can develop different biometrics-based systems for different applications because each application has its own specifications.
In conclusion, different applications demand different performances of the biometrics-based systems. Various biometrics have been studied for personal identification and verification purposes. As the demands for high-performance and highly reliable biometrics-based identification͞verification systems increase, more hybrid biometrics-based systems are expected to be developed to meet the ever-increasing needs for automated personal identification.
